Using Microsoft Teams during school closure

. Setting up meetings

All meetings should be set up using a Teams account registered to a school email
address or a parent email address.

Currently in progress - A Teams pupil account is needed so that we can ensure only
registered users can access meetings. The school office will allocate usernames. The
children will not have access to emails. The username will just give them access to
the school Teams learning sessions.

A parent should be present in the same room for each session.

When joining any school Team meeting a parent will need to briefly need to be
onscreen with your child so we know that they have an appropriate adult nearby.
This will also give us a chance to talk with you if we need to.

Pupils should be required to wait in the waiting room and then be admitted by the
teacher. DO NOT admit anyone you do not know.

The meeting should be locked once all participants are present.

All sessions should be recorded by the teacher. For the prevention and detection of
safeguarding issues the images will be kept for 7 working days and be deleted as
soon as possible thereafter, unless the images are required for evidential purposes,
in which case they should be held until no longer required.

Prior to taking part in the meetings, parents must provide written/email consent for
their child to appear by video link, for the session to be recorded by the teacher and
that the code of conduct will be adhered to.

. Meetings

Class registration and assembly sessions will be led by the class teacher where
possible and the children from their class.

Tuition sessions will be between the teacher and a small number of pupils (approx.
4) and are for the purpose of answering questions, supporting learning where
children are struggling, keeping in touch, motivating pupils and socialisation with
peers.

Meetings will not be used for the teaching of lessons.

Teachers and children will ideally make use of the video function but are not
required to.

Parents are responsible for ensuring there is nothing in the background that is
inappropriate/ they do not wish others to see. All members of the household must
be aware that the meeting is taking place and make sure they are also suitably
dressed and use appropriate language and behaviour when nearby or in the
background. We recommend setting up your device against a blank wall. Teams has
a built-in option to use a virtual background - you may feel this is an appropriate
feature to turn on.



e Teachers can share screen but should have the documents ready at the bottom of
the screen to avoid searching through folders etc.

e Pupils must remain in a public space (e.g. living room not a bedroom) for the
duration of the meeting.

e Pupils must be suitably dressed (not pyjamas), with both the top and the bottom half
of their body covered, to take part in the meeting.

e Pupils should only unmute the mic when asked a direct question.

e The chat function will be disabled.

e You and your child will not try to contact any staff using these online tools outside of
the pre-arranged meet ups which will be arranged via email. If you need to contact
staff for any reason you will do so through the school office as normal.

e You must make sure you and your child have ‘logged off’ the call correctly once it is
finished - before turning off any devices.

e The school behaviour policy applies to all online meetings.

e Screenshots, photos or recordings of Teams meetings must not be made by parents
or pupils and the links must not be shared with others.

e Children behaving inappropriately will be removed to the waiting room for 5
minutes. For severe or repeat inappropriate behaviour, children will be removed
entirely from the meeting and parents phoned.

3. We will ensure that

e No staff member will contact you or your child using Teams outside of any pre-
arranged meetings. If they do need to contact you, this will be via email or phone as
normal.

e Teachers will ensure appropriate security settings are in place for the meeting. They
will ensure that access is only granted to the expected registered users invited with
a password or direct link. Screen sharing, file-sharing, annotation and chat will be
restricted.

e Participants will be held in a virtual waiting room while their identity is confirmed.
Your Teams account must clearly identify you by name and renaming during the
meeting will not be allowed.

e Participants’ audio or video may be muted if the teacher views/hears anything
inappropriate and they may be removed from the meeting if rules are not being
followed.

e The teacher will be present at all points throughout the video call which will be
recorded to help safeguard all participants and monitor appropriate use.

e Teachers will stay in the meeting until everyone has ‘logged off’.

e Teachers and any other adults on the call (or in the background) will use appropriate
language / behaviour throughout the call.

Any concerns should be reported immediately to Mrs Nisbet, Mrs Jones or
Mrs Barkus




These meetings are not compulsory, but are a good opportunity for your child to take part
in a short daily interaction with their teacher and class peers. We also appreciate that not all
families will be able to. If you would like to, but are unable to due to technology restraints,
please get in touch in case we can help.

Parents are advised to spend some time speaking with their child(ren) about online safety
and reminding them of the importance of reporting to an adult anything that makes them
feel uncomfortable online.



At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

Microsoft Teams, or simply ‘Teams; is a platform that allows for collaborative working, either as students
or as professionals, using communication capabilities through audio, video and instant messaging. The <
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software is available both online through a web browser and to download from microsoft.com. Users can
have 1:1 online meetings or set up live events to host up to 10,000 people. Groups can be set up to
include only relevant users and almost all file-types can be uploaded and shared, from PDFs and Word

documents to audio and video files.

What parents need to know about
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DISCLOSING PERSONAL DETAILS

Like any messaging service or social
network, children can be targeted by
others to share their private or
personal information ranging from
their phone number, birthday and
home address to their social media
accounts or even their personal login
details and passwords. Oversharing
their private information can lead to
any manner of risks including online
fraud, bullying or even grooming
activity.

CYBERBULLYING

The risk of cyberbullying can be
increased online when using chat
facilities. Microsoft Teams provides
the ability for users to chat to each
other via its instant messaging
service, both as part of a group or
privately. Children could find
themselves the target of negative
or hurtful comments directed from
other users who might find it easier
to say things they maybe
otherwise wouldn’t in person.
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HACKING RISK gé “;g VIRUS INFECTION

Teams, like any software application, may
be a target for hackers to illicit personal
data. A‘man-in-the-middle attack’ could
occur, whereby the attacker reroutes
communication between two usei
through the attacker's computer without
the knowledge of the other users. This
means that online communications could
possibly be intercepted and be read or
listened to, exposing both parties to the
ility of identity fraud or other

BLOCK USERS

If your child is receiving inappropriate
messages or finds themselves being
harassed or abused on Teams, they
can block these contacts from the
privacy control in the settings menu.
To add an extra layer of protection,
you can also block contacts whom
hide their ID to protect children from
communicating with people they
don’t know.

UPDATE COMPUTER SECURITY

It's important to ensure you perform regular
computer and software updates, as these patches \/
often improve security flaws and minimise your

vulnerability to cyberattacks. Having your own

computer security or anti-malware software is

another level of defence in minimising the

chances of an attack from viruses, malware and

other harmful programs. Ensure this is updated

everyday so that it is able to protect you against

the very latest threats.

Meet our expert

Emma Davis is a cyber security expert and
former ICT teacher. She delivers cyber
awareness training to organisations nationally
and has extensive knowledge and experience
of managing how children access services and
apps online.

www.nationalonlinesafety.com Twitter-

Viruses and other harmful
programs are among the risks of
using online platforms like
Microsoft Teams. Wherever you
can share files or links, thereisa
risk that the content could be
malicious. This could lead to
slow computer performance,
deletion of data, the theft of
private or personal information
and even hackers taking control
of your PC.
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PROTECT PERSONAL INFO

It's a good idea to talk to your child
about the importance of keeping their
personal information private and
secure. Children should only give out
the minimum information they need to
when creating an account and
understand that if other people request
their personal details from them, they
should avoid providing it and report
any concerns to a trusted adult.

TALK ABOUT RISKS

As a parent, talking to your child and
making them aware of the risks of
working and communicating online
can help them to be more digitally
resilient. Perhaps outline a set of
agreed dos and don’ts and try to
ensure young people know what to
do if they are made to feel
uncomfortable or experience any
negative behaviour or activity.
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INAPPROPRIATE CHAT

The chance to have private conversations
in Teams can also mean that children feel
as though they can share messages and
communication between each other that
are hidden away from others. Whilst
children are most likely to use Teams ina
school setting, the ability to chat
privately may provide an opportunity to
be less formal which could lead to
sharing inappropriate messages, files or
content which is unsuitable in a school
environment.

VE STREAMING RISK

Microsoft Teams, like other
video-conferencing software platforms,
facilitates live streaming. That means it
inevitably carries some of the associated
risks. These are likely to be minimal within
a controlled environment (for instance in
a classroom setting / remote learning).
However, live streaming means that
content isn't always moderated and
children may inadvertently view or hear
inappropriate, unsuitable or offensive
material that they otherwise wouldn't.

ENABLE BACKGROUND BLUR

To help protect your privacy during a video
call or live stream, it may be a good idea to
blur the background or even add a
background effect. This can easily be done
by clicking ‘Background effects’ before
joining a meeting after which you'll have
the option to blur your background,
replace your background with one of the
images provided or upload and use an
image of your own.

AVOID VIDEO/AUDIO

It's always a good idea to turn off your
audio during live group calls when notin

use. This can easily be done by muting the 4
mic and will avoid others hearing anything ‘

personal in the background at home or at
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school. Similarly, if possible, try to
encourage children to avoid using video
call to help guard against any privacy
concerns and limit the risks of viewing
anything inappropriate or unsettling.

hitps://www.microsoft.com
hittps://wwwthinkuknow.co.uk

natonlinesafety Facebook - /NationalOnlineSafety

Instagram - @nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 10.06.2020
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10 TOP TIPS

REMOTE LEARNING FORPARENTS

Remote learning can be a great way to continue learning outside the classroom, particularly in difficult circumstances.
For parents and carers, the idea of remote learning isn't always straightforward and there can be a number of factors
they need to consider, especially around ensuring their children feel comfortable and are familiar with the whole
concept. That's why we've created this guide to help parents and carers support their child in getting the most out of
their remote learning experience.

1) Take an active interest in your child’s learning 2) Monitor your child’s communication and online activity
As a parent or carer, remote learning will be a new concept for your child It'simportant to remind your child that despite being at home, the same

and there are bound to be a few teething problems to start with. Take an level of behaviour and conduct exists as if they were at school. Encourage

active interest in their learning and help support them whenever they them to remain polite, remember their manners and not to post or send

need a helping hand. any negative comments just because they are behind a computer.

3) Establish a daily schedule and routine 4) Encourage screen breaks away from devices

Remote learning will inevitably require more interaction with
W?rklng frpm home ?nd trying t? learni ore casual setting thatA computers, laptops and tablets. Teacher’s will invariably advise on
children might associate more with play and a degree of freedom might screen breaks however it doesn’t hurt to keep a check on their time

take a bit of getting used to. Try to stick to a daily routine and use the

li them to get fresh air/ ise.
timetable/schedule that schools have sent home to help children keep on it ket b s b it A b s et
top of their daily learning.

5) Ensure your learning device is in a public space in the home 6) Implement safety controls and privacy restrictions

on apps and software
It’simportant to consider where your PC or laptop is placed if live video N N »
is being used. Try to keep the background neutral with no personal Dependant on how your school implements remote learning, your child
information visible and move learning devices out of the bedroom as may be required to download certain software or apps. Whilst these are
this could be deemed inappropriate. likely to be relatively safe to use, like any other new app or platform,
parents should still implement safety controls as a precaution.

Schools should have a policy on remote learning and direction that they

It's important that all communication with teachers and school staff Is/ can share with parents. Familiarise yourself with this and ensure you

directed through approved school channels, whether that be through the know what is expected of teachers and your child during lessons, both
school’s online portal or the relevant secure messaging site. online and offline.

7) Ensure your child only uses official school s 8) Familiarise yourself with relevant school policies
communication channels %

9) Maintain Feedback with teachers 10) Monitor your child's wellbeing and mental health

. L : ) Remote learning will likely mean that your child won't get the same level
Engage in communication with teachers where possible and try to feed of social interaction and might not see their friends for a while. Keep a
back progress and development as well as any helpful suggestions check on their wellbeing and try to encourage them to get out as much
around the learning process. Be transparent but remain professional as you can. Whilst learning from home might seem fun and exciting to
and only use official channels to communicate. start with, missing out on seeing their friends everyday might take its toll.

www.nationalonlinesafety.com Twitter- @natonlinesafety Facebook-/NationalOnlineSafety Instagram - @nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 20.03.2020




1) Treat remote learning the same as
classroom learning
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4) Always conduct video learning in an open
space at home

To get the best experience from remote learning, it's important to create
the right environment around you. Try to set up a mock‘classroom desk’

athome in an open space so parents can supervise if necessary. Avoid
bedrooms as this could be considered inappropriate.
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5) Only communicate through approved 6) Stick to teacher rules and gduidelines =V
school portals and platforms around online learning —X
T WA

It’s important that you send messages and any pictures or images o ool should e yo guidance around remote lea and
required for class through approved school channels, such as internal e rules to follow. Alwa ainta assroom behaviour and 0
learning portals or approved platforms. This will help to keep your emember that you are in a lea ge onment and not a socia
personal information safe and secure. a a

7) Dress in school uniform D 8) Don't share passwords or other sensitive information

<

2 < < 2 In order begin your online lessons or to gain access to learning materials,
oomlea a b e T te sk weating * you may be provided with login details and passwords. In the same way
4 you keep your personal details private, always keep these safe and never
share them with others.

9) Don't use school platforms to discuss personal matters 10) Look after your mental health and wellbeing

It’s important to keep your school communication channels separate
from your own personal communication with friends and family. Don't da ocia a -9

be tempted to engage in casual discussions or send images, videos or ad portanttod ow you fee our parents or yo ¢ '&
links via official school apps or platforms that aren’t associated with wagem eache e e e al media {

your learning. ot




